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MEMORANDUM FOR: All Suppliers

SUBJECT: Release »f Troject Develeped Systems, Sub-
systems, Components, Techniques and Technical
Know~-How to Department of Defense

1. Purpcse: It is the purpose of this memorandum to set
forth the basic policy af this Headguarters regarding the release
of Project developed infermation to other than Project cleared
persons and to outline a procedure for implementing this pelicy.

2. Security Standardes: It is re-emphasized that from its
inception access to knowledge of this Project has been consist-
ently limited to individuals who are not only acceptable from a
security point of view but have a valid "need-to-know". With
tfew exceptions, such considerations as a high official position,
the possession of security clearances for sensitive data, or an
official concern with research and development or with operations
of the type involved in this project have not been accepted as
sufficient reasons for admitting an individual to knowledgeability.
As suppliers are aware, an effort has been made to apply this
policy to all persons regardless of their place in Government
or private industry although some ercsion of security standards
has inevitably occurred; partly as a result of the sgheer number
of individuals with a valid "nced-tco-know" but partly by reason
of the pressure to cut in individuals on the basis of position
or "responsibility" for a certain field of activity. One purpcose
of this memorandum is to prevent further erosion ef security
standards wilthout inhibiting a desirable gpread of knowledge of
subsystems developed for the Project.

3. General policy: Within the limits set by the require-
ment for continued security, the basic policy will be to permit
the release with only a low security classification of informa-
tion on subsystems to unwitting personnel who are cleared for
the low classification involved, with the exceptions stated in
paragraph U belew. On the other hand, kncwledge of the existence
of an integrated weapons system based upon the U-2 aircraft and
including all the subsystems remains highly classified and every
effort must be made to withhold such knowledge from unwitting
perscanel. It is possible at this time to reduce the clagsifi-
cation on subsystems only because no one subsystem is regarded
as highly sensitive in itself and only if information concerning
the subsystems is handled in such & way as not to permilt unwitting
personnel to infer the existence of the total weapons system.

4. Specific Rules: The following specific provisicns which
give affect to the geueral policy stated above should ghide all
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suppliers in handling information concerning the Project's sub-
systems :

a. The existence of the ¥-2 aircraft itself has been
acknowledged in carefully worded press releases which have been
attributed to it (by inference) & range of perhaps 1800 nautical
miles and a ceiling of about 55,000 feet. Thotographs designed
to reveal as little as possible concerning the aircreft's per-
formance have received some circulation among military components
overseas and may soon be released for publication. Nevertheless,
the aircraft carries an official classification of SECRET (so
physilcal access to it can be denicd and securlty precsautions ex-
plained), and its true performancc is classificd TOP SECRET and
may be made knowledgeable only to witting persconnel. Likewise,’
the fact that it is a reconnaissance aireraft and any association
of the various subsystems with the U-2 should be revealed only to
wltting personncl.

b. FEach supplier of a subsystem is at liberty to dis-
close the existence of the subsystem as an already designed and
developed picce of equipment and to provide information conecerning
its performance to potentially interested agencies of the United
States Government and to business firms to which such disclosure
is necessary in order to encourage the widest use of the subsystem
for the purpcoscs of the United States Government. Where it is
desired to make disclosure to exploit a purely commercial eppor-
tunity prior clearance must be obtained. Information about each
subsystem will normally carry the classification of " CONFIDENTIAL"
in order to protect it from publication.

e. In disclosing information concerning a subsystem, the
supplier must be preparcd with a plausible and tenable explanation
of its development. In many cases 1t may be sufficient to state
it was developed for a TOP SECRET project concerning which no in-
formation whatever can be released. In ether cases 1t may be
plausible to explain the idea as having becn developed by the
supplier with its own resources. In no casc¢ can unwitting persons
be permitted access to test data or records of cxpericnce of the
subsystems which reveal anything concerning the Project or other
elements of the total weapons system of which the subsystem 1s a
component.

d. An overall procedure is prescently being worked out
with the Air Force for purchase by that Department through normal
channels of any projcct developed items desired by the Alr Force.
Suppliers will be fully briefed with respect to such proczdures
when they have been established.

5. To insure compliance with the requircments of this policy
and to assist suppliers in the protection of Project information,
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gsuppliers will be respouslble for keeping Project Headquarters
advised of proposed discussions, negotiations, bricfings, etc.,
with any non-Project cleared personnel or depnrtments. Approval
of such meectings will be a normal routine matter, provided the
arrangements arce in accord with the above established general
instructions. Any departurc from the established standard will
necegsarily require a prior review by the Security Staff and
notification should, therefore, be made sufficiently in advance
of any proposed meetings.

6. The substancc of this memorandum will be made available
to those Government agzencies currently assoclated wih our pro-
gram which logically may have occasion to avail themselves of
Project development. It is cxpected they will respect the re-
guirements levied against Project suppliers. The responsibiliby
for compliance with this policy, however, will centinue to rest
with each individual supplicer and any questions should be imme-
diately forwarded to Project Headguarters to insurc satisfactory
review and disposition.

T. More detailed instructions to suppliers will be forth-
coming in the future as procedures are developed., In the mean-
time suppliers will proceed in accordance with specific instruc-
tions given to individual suppliers with respect to specific
problems of this nature which require immediate action.

PROJECT DIRECTOR
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